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Preface

This volume contains papers that were selected for presentation and publication at the

23rd International Conference on Information and Communications Security (ICICS

2021), which was jointly organized by Chongqing University, Xi’an Jiaotong

University, and Peking University in China during November 19–21, 2021. ICICS is

one of the mainstream security conferences with the longest history. It started in 1997

and aims at bringing together leading researchers and practitioners from both academia

and industry to discuss and exchange their experiences, lessons learned, and insights

related to computer and communication security.

This year’s Program Committee (PC) consisted of 141 members with diverse

backgrounds and broad research interests. A total of 202 valid paper submissions were

received. The review process was double blind, and the papers were evaluated on the

basis of their significance, novelty, and technical quality. Most papers were reviewed

by four or more PC members. The PC meeting was held online with intensive dis-

cussion over more than two weeks. Finally, 49 papers were selected for presentation at

the conference giving an acceptance rate of 24%.

A “Best Paper Selection Committee” with five PC members of diverse backgrounds

from around the world was formed, which selected the two best papers after a lengthy

discussion. The paper “Rethinking Adversarial Examples Exploiting Frequency-Based

Analysis” authored by Sicong Han, Chenhao Lin, Chao Shen, and Qian Wang received

the Best Paper Award, while the paper “CyberRel: Joint Entity and Relation Extraction

for Cybersecurity Concepts” authored by Yongyan Guo, Zhengyu Liu, Cheng Huang,

Jiayong Liu, Wangyuan Jing, Ziwang Wang, and Yanghao Wang received the Best

Student Paper Award. Both awards were generously sponsored by Springer.

ICICS 2021 was honored to offer two outstanding keynote talks: “Engineering

Trustworthy Data-Centric Software: Intelligent Software Engineering and Beyond” by

Tao Xie and “Securing Smart Cars – Opportunities and Challenges” by Long Lu. Our

deepest gratitude to Tao and Long for sharing their insights during the conference.

For the success of ICICS 2021, we would like to first thank the authors of all

submissions and the PC members for their great effort in selecting the papers. We also

thank all the external reviewers for assisting the reviewing process. For the conference

organization, we would like to thank the ICICS Steering Committee, the general chairs,

Xiaohong Guan and Xiaofeng Liao, the publicity chairs, Qingni Shen, Qiang Tang, and

Yang Zhang, and the publication chair, Dongmei Liu. Special thanks to Tao Xiang for

the local arrangements. Finally, we thank everyone else, speakers, session chairs, and

volunteer helpers for their contributions to the program of ICICS 2021.

Last but not least, we wish to extend a huge thank you to healthcare frontliners and

our colleagues in the research of vaccine and immunization in fighting COVID-19.

ICICS 2021 could not have become one of the first mainstream security conferences

returning to an in-person setting without their enormous contribution.

November 2021 Debin Gao

Qi Li
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Keynotes



Engineering Trustworthy Data-Centric

Software: Intelligent Software Engineering

and Beyond

Tao Xie

Peking University

Abstract. As an example of exploiting the synergy between AI and software

engineering, the field of intelligent software engineering has emerged with

various advances in recent years. Such field broadly addresses issues on intel-

ligent [software engineering] and [intelligence software] engineering. The for-

mer, intelligent [software engineering], focuses on instilling intelligence in

approaches developed to address various software engineering tasks to

accomplish high effectiveness and efficiency. The latter, [intelligence software]

engineering, focuses on addressing various software engineering tasks for

intelligence software, e.g., AI software. However, engineering trustworthy

data-centric software (which AI software components are part of) requires

research contributions from compiler, programming languages, formal verifi-

cation, security, and software engineering besides systems and hardware. This

talk will discuss recent research and future directions in the field of intelligent

software engineering along with the broad scope of engineering trustworthy

data-centric software.



Securing Smart Cars – Opportunities

and Challenges

Long Lu

NIO

Abstract. As cars become more intelligent and connected, the security of on-car

systems, software, and data has caught heavy attention from academia, industry,

and regulators. This talk will discuss the key technical aspects of smart car

security, including low-level system security, secure and robust autonomous

driving, V2X security, data security, etc., highlighting the research and technical

opportunities and challenges.



Contents – Part II

Machine Learning Security

Exposing DeepFakes via Localizing the Manipulated Artifacts . . . . . . . . . . . 3

Wenxin Li, Qi Wang, Run Wang, Lei Zhao, and Lina Wang

Improved Differential-ML Distinguisher: Machine Learning Based Generic

Extension for Differential Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21

Gao Wang and Gaoli Wang

Black-Box Buster: A Robust Zero-Shot Transfer-Based Adversarial

Attack Method . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 39

Yuxuan Zhang, Zhaoyang Wang, Boyang Zhang, Yu Wen,

and Dan Meng

A Lightweight Metric Defence Strategy for Graph Neural Networks

Against Poisoning Attacks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 55

Yang Xiao, Jie Li, and Wengui Su

Rethinking Adversarial Examples Exploiting Frequency-Based Analysis . . . . 73

Sicong Han, Chenhao Lin, Chao Shen, and Qian Wang

Multimedia Security

Compressive Sensing Image Steganography via Directional Lifting

Wavelet Transform . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 93

Zan Chen, Chaocheng Ma, Yuanjing Feng, and Xingsong Hou

Remote Recovery of Sound from Speckle Pattern Video Based

on Convolutional LSTM . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 110

Dali Zhu, Long Yang, and Hualin Zeng

Secure Image Coding Based on Compressive Sensing with Optimized

Rate-Distortion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 125

Di Xiao and Shuwen Lan

Black-Box Audio Adversarial Example Generation Using

Variational Autoencoder. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 142

Wei Zong, Yang-Wai Chow, and Willy Susilo



Security Analysis

Security Analysis of Even-Mansour Structure Hash Functions. . . . . . . . . . . . 163

Shiwei Chen, Ting Cui, and Chenhui Jin

Rare Variants Analysis in Genetic Association Studies with Privacy

Protection via Hybrid System . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 174

Mohammed Shujaa Aldeen and Chuan Zhao

Rotational-Linear Attack: A New Framework of Cryptanalysis on ARX

Ciphers with Applications to Chaskey . . . . . . . . . . . . . . . . . . . . . . . . . . . . 192

Yaqi Xu, Baofeng Wu, and Dongdai Lin

A Novel Approach for Supervisor Synthesis to Enforce Opacity of Discrete

Event Systems . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 210

Nour Elhouda Souid and Kais Klai

Post-quantum Cryptography

Lattice-Based Secret Handshakes with Reusable Credentials . . . . . . . . . . . . . 231

Zhiyuan An, Zhuoran Zhang, Yamin Wen, and Fangguo Zhang

When NTT Meets Karatsuba: Preprocess-then-NTT Technique Revisited . . . . 249

Yiming Zhu, Zhen Liu, and Yanbin Pan

Predicting the Concrete Security of LWE Against the Dual Attack Using

Binary Search . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 265

Shuaigang Li, Xianhui Lu, Jiang Zhang, Bao Li, and Lei Bi

Small Leaks Sink a Great Ship: An Evaluation of Key Reuse Resilience

of PQC Third Round Finalist NTRU-HRSS . . . . . . . . . . . . . . . . . . . . . . . . 283

Xiaohan Zhang, Chi Cheng, and Ruoyu Ding

Efficient and Fully Secure Lattice-Based IBE with Equality Test. . . . . . . . . . 301

Zhenghao Wu, Jian Weng, Anjia Yang, Lisha Yao, Xiaojian Liang,

Zike Jiang, and Jinghang Wen

Applied Cryptography

Forward-Secure Revocable Identity-Based Encryption . . . . . . . . . . . . . . . . . 321

Baodong Qin, Xue Bai, Dong Zheng, Hui Cui, and Yiyuan Luo

An Optimized Inner Product Argument with More Application Scenarios. . . . 341

Zongyang Zhang, Zibo Zhou, Weihan Li, and Hongyu Tao

Updatable All-But-One Dual Projective Hashing and Its Applications . . . . . . 358

Kai Zhang, Zhe Jiang, Junqing Gong, and Haifeng Qian

xx Contents – Part II



On Tightly-Secure (Linkable) Ring Signatures . . . . . . . . . . . . . . . . . . . . . . 375

Guofeng Tang

More Efficient Construction of Anonymous Signatures . . . . . . . . . . . . . . . . 394

Yunfeng Ji, Yang Tao, and Rui Zhang

Author Index . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 413

Contents – Part II xxi


