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Preface

The 41st Annual International Conference on the Theory and Applications of Crypto-
graphic Techniques, Eurocrypt 2022, was held in Trondheim, Norway. Breaking tradi-
tion, the conference started on the evening of Monday, May 30, and ended at noon on
Friday, June 3, 2022. Eurocrypt is one of the three flagship conferences of the Interna-
tional Association for Cryptologic Research (IACR), which sponsors the event. Colin
Boyd (NTNU, Norway) was the general chair of Eurocrypt 2022 who took care of all
the local arrangements.

The 372 anonymous submissions we received in the IACR HotCRP system were each
reviewed by at least three of the 70 Program Committee members (who were allowed
at most two submissions). We used a rebuttal round for all submissions. After a lengthy
and thorough review process, 85 submissions were selected for publication. The revised
versions of these submissions can be found in these three-volume proceedings.

In addition to these papers, the committee selected the “EpiGRAM: Practical Gar-
bled RAM” by David Heath, Vladimir Kolesnikov, and Rafail Ostrovsky for the best
paper award. Two more papers — “On Building Fine-Grained One-Way Functions from
Strong Average-Case Hardness” and “Quantum Algorithms for Variants of Average-
Case Lattice Problems via Filtering” received an invitation to the Journal of Cryptology.
Together with presentions of the 85 accepted papers, the program included two invited
talks: The IACR distinguished lecture, carried by Ingrid Verbauwhede, on “Hardware:
an essential partner to cryptography”, and “Symmetric Cryptography for Long Term
Security” by Marfa Naya-Plasancia.

We would like to take this opportunity to thank numerous people. First of all, the
authors of all submitted papers, whether they were accepted or rejected. The Program
Committee members who read, commented, and debated the papers generating more
than 4,500 comments(!) in addition to a large volume of email communications. The
review process also relied on 368 subreviewers (some of which submitted more than one
subreivew). We cannot thank you all enough for your hard work.

A few individuals were extremely helpful in running the review process. First and
foremost, Kevin McCurley, who configured, solved, answered, re-answered, supported,
and did all in his (great) power to help with the IACR system. Wkdqn Brx! We are
also extremely grateful to Gaétan Leurent for offering his wonderful tool to make paper
assignment an easy task. The wisdom and experience dispensed by Anne Canteaut,
Itai Dinur, Bart Preneel, and Frangois-Xavier Standaert are also noteworthy and helped
usher the conference into a safe haven. Finally, we wish to thank the area chairs—Sonia
Belaid, Carmit Hazay, Thomas Peyrin, Nigel Smart, and Martijn Stam. You made our
work manageable.

Finally, we thank all the people who were involved in the program of Eurocrypt 2022:
the rump session chairs, the session chairs, the speakers, and all the technical support
staff in Trondheim. We would also like to mention the various sponsors and thank them
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for the generous support. We wish to thank the continuous support of the Cryptography
Research Fund for supporting student speakers.

May 2022 Orr Dunkelman
Stefan Dziembowski
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Abstracts of Invited Talks



Hardware: An Essential Partner to Cryptography

Ingrid Verbauwhede
KU Leuven, Leuven, Belgium

Abstract. Cryptography is a beautiful branch of mathematics, its
aim being to provide information security. To be useful in prac-
tical applications, cryptography is mapped to hardware or soft-
ware, with software ultimately running also on hardware processors.

This presentation covers multiple aspects of this relation between
hardware and cryptography. The goal is to provide insights to the cryp-
tographer, so that more efficient and secure algorithms and protocols are
designed.

— Hardware provides the means to accelerate the computationally
demanding operations, as is currently the case for the new generation of
post-quantum algorithms. [We will illustrate this with some numbers.]

— A very nice aspect of cryptography is that it reduces what needs to be
kept secret to the keys, while the algorithms can be publicly known. As
a consequence, the hardware is responsible to keep the key(s) secret.
Side-channel, fault-attacks and other physical attacks make this a chal-
lenging task. [We could show some recent results in fault and laser
attacks.] [We can also illustrate this with PUFs to generate secret keys. ]

— “Provable Secure” mathematical countermeasures against physical
attacks rely on models on how the hardware behaves. Unfortunately,
the models are often the weak link between theory and practice and
it results in broken implementations. [We will illustrate this with
successful attacks on several provably secure masking schemes.]

— Hardware also provides essential building blocks to security.
Protocols rely on nonces and freshness from random numbers.
Generating full entropy random numbers is a challenge. [We
can illustrate this with the challenges of designing TRNGs].

— We will end with some trends in hardware that can benefit cryptogra-
phy. [We will show tricks on how cheap noise can be generated e.g.
for learning with error problems.] [Or how light weight crypto should
be adapted to the not-so-perfect random but very light weight random
number generators.] [What to do with process variations in deep submi-
cron technologies, or with ultra low-power approximate computing.]

We can conclude that hardware is an essential partner to
cryptography to provide the promised information security.



Symmetric Cryptography for Long Term Security

Marfa Naya-Plasencia
Inria, Paris, France

Abstract. Symmetric cryptography has made important advances in
recent years, mainly due to new challenges that have appeared, requiring
some new developments. During this talk we will discuss these challenges
and developments, with a particular emphasis on quantum-safe symmet-
ric cryptography and latest results, providing the details of some particu-
larly interesting cases. We will also discuss some related open problems.
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